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Firstly: Introduction

A. Objective

The Code of Conduct and Professional Ethics at BSF set out in this document are designed to
ensure that BSF Associates and Stakeholders perform within a framework of ethical values and
principles, in a manner that promotes effective risk management and the sound and stable
financials through professional discipline, integrity, transparency, objectivity, efficiency, loyalty
and efficacy.

The Code is also designed to ensure that BSF Associates and Stakeholders perform within a
framework of ethical values and principles, in a manner that promotes professional discipline,
integrity, transparency, objectivity, efficiency, loyalty and efficacy in their conduct while
performing their professional duties and assignments, in accordance with the Code of Conduct
and Work Ethics in Financial Institutions issued by SAMA. The Code is also designed to protect
BSF’s reputation and ensure its Associates’ and Stakeholders’ compliance with prudent
behavior, achieve good governance, enhance work performance and professional conduct,
reward the diligent, hold the negligent accountable, improve the image of the Bank and maintain
a culture of ethical excellence at BSF.

Establishing these principles of conduct and ethics will assist BSF in achieving its vision and
mission, protect its reputation and ensure compliance with prudent behavior. The principles will
also address risks of misconduct, ensure good governance, enhance work performance and
professional conduct of BSF’s Associates, reward the diligent, hold the negligent accountable,
improve the image of the Bank.

This document shall be considered a reference that sets out the basic rules and guidance on
how to deal with others while performing professional duties and the qualities that should be
possessed.

Therefore, these principles must be transformed into behavior and practices implemented by
BSF’s Associates, and awareness must be continuously raised through all possible means of
communication by the bank. They must also constitute a reference tool that outlines the basic
rules that guide them on how to deal with each other when performing their job duties and the
qualities they must possess.

B. Scope and Adoption

The Code of Conduct and Professional Ethics at BSF document includes principles, policies and
laws governing the operation of the Bank, which must be adhered to by all BSF Associates,
Stakeholders and other persons working for or representing the Bank directly or indirectly. The
Compliance and Human Resources Groups shall be responsible for the supervision, outreach and
support of the Code of Conduct and Professional Ethics at BSF, by ensuring that the Code is
easily accessible and shall provide BSF Associates with the necessary channels, through the
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The Code of Conduct applies to all BSF Associates and Stakeholders. All BSF Associates and
Stakeholders shall be provided with a copy of the Code which they are required to read,
understand and acknowledge before joining or engaging in any business or transactions with
the Bank.

Each BSF Associate is responsible for his / her compliance with the Code, to report suspected
violations and to cooperate in the Bank's investigation of potential violations.

C. Instructions and Relevant Rules

This Code of Conduct has been developed in line with the prevailing laws and regulations, the
Bank’s own policies and procedures, and the rules and regulatory instructions in the below table,
including:
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Second: Definitions and abbreviations

Work Ethics: A set of ethical standards, conduct rules and mannerisms that an employee should
have in his/her professional attitude towards his/her work, fellow employees and the society as
a whole.

The Bank / BSF: Banque Saudi Fransi, and all its branches in the Kingdom of Saudi Arabia under
the supervision of the Saudi Central Bank.
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BSF Associates: Members of the Board of Directors of BSF and its committees and BSF
Employees.
BSF Employees: All BSF Staff including Senior Management members, employees (Full time,

official, outsourced, insourced and contractors), temporary staff, interns and trainees,

consultants, and employees who work for BSF via a third party
Stakeholders: Anyone with an interest in the Bank, such as shareholders, creditors, customers,

suppliers, vendors, affiliates, joint ventures, subsidiaries, and any third party.

Professional Conduct: Performing professional duties honestly with integrity and objectivity in
accordance with best practices, work continuously to achieve the objectives of the Bank, with
practices within the limits of the powers and authorities granted, and perform work without
negligence and avoid violating regulations and instructions, harming public interest or obtaining
personal gain.

Inside Information: Any information, data, figures or statistics, whether oral, written or
electronic, obtained or accessed by any of the Associates of the Bank by virtue of their work or
due to their association with the Bank that are not available to others as it shouldn’t be
considered as public knowledge.

Confidential Information, Data or Documents: Any information or documents not available to
the public and pertaining to work, the administrative and financial arrangements or the financial
position of the Bank, including clients’ information.

Conflict of Interest: A situation in which the objectivity and independence of any member of
The Bank is affected during the performance of his/her professional duties by a confirmed or
possible material or moral personal interest that is important to him/her or any of his/her
acquaintances, or when his/her performance of his/her duties is affected by direct or indirect
personal considerations by his/her knowledge of information related to the decision.

Personal Interest: The personal interest that can be realized for any of the Bank’s associates

by virtue of the nature of their work, professional position or under the powers granted to them.
Disclosure: The employee informing the competent department at the Bank about the cases
identified by the Bank that requires disclosure in accordance with The Conflict of Interest Policy
and this code of conduct.

Legal Accountability: Holding a person accountable for acts he/she committed in violation of
the laws and policies in force, harming others or the interests of the institution he/she works
for.

Senior Management: The functions, roles and responsibilities entrusted to those positions who
take, propose and implement strategic decisions and manage BSF’s business activities, including
senior management positions that requires SAMA’s non-objection for appointment.

Control Functions: Those functions that have a responsibility independent from management
to provide objective assessment and relevant reporting including Risk Management, Compliance,
Sharia Compliance and Internal Audit.

Code: Code of Conduct and Professional Ethics at BSF.
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¢ Exploitation

Threat: Jlazwdle
e Threats
Olsagdl @
e Harassment .
. daLaall @
e Blackmail “'I‘ 3l
RTIR
e Seduction )’u?
.c|)£2| L
e Quarrels g
Insult I PN PN )
[ )
nsults szl o

e Offensive remarks
diggall Ol @

531 paindl 3181 2o Jolzilly Jeladly dalszall dayally duclazzdl QI3 Jlzodl pac o

(3 52 of izl 63 Goleol e of Balll of (saaunl jesaill cll3 § Lay) 5400l @

ol Laus of Gz 00533l (5331 ol I iled (535 of (5351 Ol 83 ol (5383 Ol dio uaid J=d (sl @
o of Fusiz

el Jlzs 3l of & ymgall dlal a0

Al 5153l oo @

Aol Olglaill 0

e Non-compliance with social / religious norms concerning interactions with members of the
opposite sex.

e Discrimination (including physical, verbal, sexual or otherwise)

e Any action intended to, can possibly lead to or actually does lead to harming others
physically, psychologically, sexually or financially.

e Financial misstatement or fraud

¢ Financial mismanagement.

e Accounting breaches.
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e Material downturn in performance

o Material failure of risk management and internal controls

e Unreasonable failure to protect the interests of employees, customers or shareholders

o Cases of misconduct that have led to significant loss to the Bank, its customers or any party
e Violation of internal policies or any related rules or regulation; and

e The Bank’s Reputation damage.

o Breaching the Bank’s approved procedures.
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Adjustments or Claw Back of variable remuneration:
Refers to a set of mechanisms followed (As per the approved Human Resources Policy) to
modify or recover the value of variable remuneration. These procedures allow the bank to modify
or recover the value of variable remuneration while taking into account risks and inappropriate
behaviors which the bank has the right to follow in relation to behavioral, professional and
ethical violations, taking into account the following elements:

o Accountability for the adverse risk events;

e the liability or proximity to the misconduct;

e Rank and role of the individual;

e Individual’s motivation;

¢ Negligence in exercise of the individual’s duties;

e level of participation / responsibility for the events;

e History of misconduct;

o Actions that were taken or could have been taken to prevent such events from occurring;

e Failures within the Bank to internally supervise and oversee staff;

® Root cause of the events triggering review;

e Severity of impact; and

¢ Reputational damage.

In-year Adjustment: Partial or full Downward adjustment by BSF of an anticipated annual

Variable Remuneration award to reflect the impact of a negative event or behavior.

Claw back: Under this process the individual has to fully or partially return the amount of
Variable Remuneration paid in the past or which has already vested back to BSF under certain
conditions.

Fixed Compensation / Fixed Remuneration / Gross Salary: Comprises the basic salary and
the following cash allowances: (Housing Allowance, Transportation Allowance, in addition to the
Other standard Allowances including Ramadan, December and Travel Allowances).

Variable Compensation / Variable Remuneration: Performance-based remuneration, which is
comprised of the annual performance bonus plan, sales incentive plans / campaigns, and the
long-term retention plan, and may include cash and non-cash (such as shares) or other form of
remuneration.

Benefits: Comprises the various monetary and non-monetary benefits provided by BSF, such as
the saving plan, medical insurance, life / disability insurance and the senior management car
benefit.

Total Compensation / Total Remuneration: The combination of Fixed Compensation and

Variable Compensation is referred to as Total Compensation.

8sesiall Sl dasd slasiwl ol Jsass Olelyz]
dagd slysiwl of Jhszd (@il slsall dwlpw oe ditiially) dgiall Olebadl G0 degane J] seis
shliall sleliel 8rusiall OllSall dogd glasiol of Jyamiy clid) Olelya gl o3n s Cag> dpaiall SISl
oemy 1351 &8333ls duigalls duSoludl Slallinall Bl Loelsl il Gy Sls 453 sl lSolul
A yuolizdl eyl

dedeadl Slas3l e ddgbunall Sa0 @

olal e &> 30 3l o ddgbunall s30 @

Sauboll 59l dadsoll &yl @

43530l gdlgall @

Laboll Olalgll dulas § Jlanyl @

Balol e dgbnally dSsLiall (Soica

4353 sl OlSsledl Ho Bilgas 3929

Bl go8g gial 3 pSaall o OIS of 3151 @5 LAl Ooleagl of JlzdYl @

osabsall Sle GBIl Gl g elidl Job olblas] o

dzzlyall ol Ll Bslall (il ol @

4).)[.'>J|)J| gi 3y9h> Saa @

lidl Aoy 5103l @
dzdgiall Lol Briall ISl lidl Jb oo il of SIS Gasasdly Joass diadl Jols Jys=d]
oo Joloo of Gram 556 GuSsil
wolall 3 dcgbaall yiall BBl o 3> of JS Bale] yall Lle oumiy dedaz)l 0in gy 3l siwl
- igmn o Jb § elidl ] Jmilly Ldlantol 5 Sl
AW O3l B8Ls) aolw¥l Sl Jady Jleal <l dslil SISl
o sad Ja lbey Ju) ideds Sl S»s;’dl TS TRCH RV B 3-21&31 Ololgall Jay oSeadl J)
Gawdl Js
Oélasg b dysicdl es31 518180 dhs: JWI Jodis Lillg els3l dhsyall SBIS Lo 8sesiall SIS
sl Lyio Al JIS.aT (p0udis 38 Lilly Jyshll ssall e cribigall e Blanl dbi wlasmall S8l
i3 gueg Glio mauwdlS) (s3iill suo
o33l das: AW ladl Jliall Jueo Lle Jadiss clidl lgassy il dpads suslls dpnaill Llsall oa :blell
Ll 81531 Libigal 8yl saslls Bledl e ouelill ikl (pealil
/ Slall (e bysiall SBKally &l GBI JI clidl iy ddSIl Slayg=idl / SIS
A8 &laygxl

Public

©BSF

08092025171803.162045

Page 5 of 42



Code of Conduct and Professional Ethics

Joszl Sldslsls Seludl £53leo

Secure storage: Any lockable container that cannot be forced open without use of additional
devices such as crowbars.

Bank Intellectual Property: The Bank's exclusive rights to copyrights, systems, ideas, operating
methods, documentation, programs, devices, methodologies, software codes, templates, tools,
policies, records, working papers, know-how, logos, trademarks data or any other intellectual
property whether prepared or produced by the Bank's employees, suppliers or any third party
as part of their employment with or provision of a service to the Bank.

AML: Anti-Money Laundering

CISD: Corporate Information Security Division

AWOL: Absent Without Leave

BoD : Board of Directors

CPG: Compliance Group

CHRO: Chief Human Resources Officer

DoA: Delegation of Authority

HRG: Human Resources Group

CEO: Chief Executive Officer

SAMA: Saudi Central Bank

CMA: Capital Market Authority
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Third: Code of conduct and professional ethics

A. Adherence to Professional Conduct and Public Morals

BSF Associates shall abide by the following:

Comply with the general directives issued by the government of Saudi Arabia from time to time,
and respect the general social norms in the Kingdom.

To demonstrate the highest ethical standards through transparency, integrity, honesty and
good morals in all dealings amongst themselves and with Stakeholders.

Comply with the Bank’s directions, policies and procedures, as well as the laws, rules and
regulations issued by SAMA, CMA, Ministry of Human Resources and Social Development, and
all other related regulatory authorities.

BSF Associates are required to ensure compliance with the BSF’s code of conduct and business
ethics, and to monitor and control any violations thereof. BSF must also develop and update
this code in accordance with any instructions issued by regulatory authorities and impose
penalties for violations in accordance with relevant laws and regulations and instructions, as
well as BSF’s Work Regulation. .

To avoid any act that violates the honour of the job and dignity, whether inside or outside the
workplace, within or outside working hours; and avoid any acts or practices that violate public
morals, traditions and customs; and avoid discussing political issues, religion or sectarian beliefs
of others or instigate against them or any other form of racism.
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Don’t involve in any obstruction of the flow of work, go on strike, incite or participate on the
same.
Refrain to spread false rumors and accusations.

To perform work in all accuracy and objectively in the interest of work, and develop their
professional skills through continuous learning and development.

To protect the reputation of BSF by not offending it through publishing information,
announcements or comments thereon using the media, or other means of communication or
through whichever way.

Adhere to working hours (formal working hours, overtime hours or business assignments) to
complete work-related duties and responsibilities.

To protect work-related professional secrets and not disclose any piece of information that may
result in harming the interest of BSF, whether during work or after work.

To be aware and knowledgeable of laws, policies and procedures and implement them without
any violation, misconduct or negligence. If the Bank’s Associate holds a position of leadership
over other employees, they, as leaders, must ensure that their subordinates are familiar with
and highly aware of all approved policies and procedures that are associated with their job
responsibilities.

To abide by the formal dress code and public morals in accordance with the laws of Kingdom of
Saudi Arabia during formal working hours, training courses and all occasions and events in which
the employee represents the Bank.

Obtain prior approval from the Bank before publishing information or making announcements
or remarks about the Bank, in whichever way, through media, and any other forms of
communication.

To comply with the optimal and permitted use of the Bank’s information technology
infrastructure and other technical resources owned and affiliated with the Bank in a way that
does not contradict with the flow of work.

To not be absent from work or leave the workplace during the specified working hours except
when necessary and after obtaining the necessary approvals in accordance with internal policies.

To safekeep the Bank’s ID Card and wear it at all times while being at the Bank’s premises and
to notify Human Resources Group immediately if the card is lost. In Addition, to hand it over
back to the Bank in case of resignation or termination of services.

Employees are to continuously strive to improve efficiency and productivity in the Bank in the
course of performing their job duties, and to recognise that any intellectual property arising
from or resulting from their contributions to the Bank shall be considered the property of the
Bank.

Employees are not permitted to use his/her accounts to deposit funds that belongs to others
and transfer such funds to other individuals or entities in the Kingdom or abroad.

Employees shall manage his/her financial affairs properly, as he/she may not borrow money
from customers.

Employees may not manage customers' accounts on their behalf without prior written approval
from the concerned Business Line and the Human Resources Group.
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Employees shall not process his/her own banking transactions, as those transactions shall be
executed by other colleagues

Employees shall not process transactions of their relatives (such as revising/updating
signatures or processing personal banking transactions). These types of transactions shall be
Referred to other colleagues for execution (for example: a cashier or a customer service officer
processing a transaction of a relative).

Employees shall not recommend or approve personal credit facilities or loans to a member of
the family or a relative before disclosing the nature of the relation with the customer on the
application form and acquiring approval from the Bank, as per the DoA.

Employees shall not conduct any business relation or commercial interests with any of the
Bank’s colleague or customers, including the marketing and sale of goods and services outside
the scope of work of BSF.

Employees shall disclose the funds deposited in their accounts and submit the necessary
evidentiary documents if so requested by the Bank.

Employees shall not access the accounts, information and documents of customers and staff for
non-work related requirements and without official authority to access such information.

The employee shall not deal with any unauthorised third party for marketing, attracting
customers.

It is strictly prohibited for BSF Employees to refer or direct any customer to third parties to
handle any banking transactions, especially: “loan repayment customers / illegal settlement
agents”.

It is strictly forbidden for BSF Employees to accept loan applications or account opening forms
from third parties, especially “illegal loan settlement agents”.

The employee is strictly forbidden to accept or cooperate with third parties to handle customer
payments in relation to “illegal payments/loan settlement”.

To ensure the safekeeping of facilities, tools, devices, machines and instruments entrusted to
BSF Associates, including any other property of the Bank.

To abide by cyber security directives, rules and laws and follow the internal cyber security policy.

Refrain from using personal hedging strategies or compensation and liability insurance to
undermine the risk alignment effects included in their compensation arrangements.

BSF Associates recognize that use of alcohol or drugs cause serious health and safety risks. and
is prohibited by the laws and regulations in the Kingdom of Saudi Arabia to use or traffic alcohol
or drugs.

It’s strictly prohibited to smoke within all BSF’s facilities including electronic cigarettes. All BSF
Associates are required to adhere to smoking only inside designated locations.

B. Interaction with Stakeholders

Stakeholders are of paramount importance to BSF and should be treated in a manner that
achieves transparency, integrity, justice and cooperation at the highest professional standards,
through the following:
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1. Ambition: The Bank shall be the most trusted partner and shall offer the best experience for
Stakeholders by conducting business easily and quickly.

2. Liaison: The Bank's responsibility is to be a constructive partner to Stakeholders by
providing clear and honest advice and to provide necessary information on products and
services to make sound decisions.

3. Response: The Bank shall give importance to the complaints and concerns of Stakeholders
and manage them promptly, effectively and equitably in accordance with the applicable rules
and regulations to achieve the highest professional standards.

4, Reinforcement of Trust: The Bank shall provide clear, understandable, accurate and up-to-
date information to Stakeholders, within the framework of mutual trust in all its services and
operations, and the timely and full execution of Stakeholder services, as time is a crucial
component of the financial system.

C. Combatting Financial and Administrative Corruption Crimes

1. Anti-Money Laundering, Counter Terrorism Financing and Suspicious Transactions
Money Laundering and Terrorism Financing are criminal activities in the Kingdom of Saudi
Arabia under the Anti-Money Laundering Law and the Anti-Terrorism Crimes and Financing
Regulations and their Executive Regulations. These laws and regulations also include preventive
measure that financial institutions and their associates must comply with. As the effects of such
crimes do not only affect the Bank, but also extend to affect society and the country as a whole,
the Bank therefore must set in place policies and procedures that include strict measures to
reduce the risk of misuse for financial crime. BSF Associates shall combat financial crimes,
including money laundering and terrorism financing, guard against any unusual or suspicious
activities and report the AML/CTF suspicious activities to FCD/AML unit, which in turn report
the same to the Financial Institution Unit (competent authority) all ML/TF suspected
transactions and activities.

It is the responsibility of BSF Associates to apply the internal anti-money laundering and
terrorism financing policy and related procedures, and to report suspicious transactions and
activities without alerting or providing a hint to the reported person, themselves, or any other
person that he/she has been reported. In the event that the report is proved to be incorrect, the
reporter of these suspicious operations and activities shall not be held liable for incorrect
reporting when reporting is performed in good faith.

2. Commercial Concealment

Enabling a non-Saudi to work for his own account in an activity that he/she is not licensed to
engage in, by using the name, license, commercial register or any other method belonging to a
Saudi national or a foreign investor.

Commercial concealment and money laundering are two sides of the same coin, and key pillars
of the shadow economy, which damages the national economy. It is BSF’s commitment, as well
as the responsibility of BSF’s Associates, to report any such activity of commercial concealment.
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3. Know Your Customer

The Saudi Central Bank has established the necessary guidelines for banking institutions to

identify their customers, including high-risk customers. In this regard, SAMA issues from time

to time lists of persons and institutions suspected of involvement in terrorist activities as per

United Nations Resolutions and the information received from law enforcement bodies and

agencies. SAMA also requires banking institutions to search their records, provide the necessary

information on these persons and institutions and take actions against them in order to ensure

that they do not inadvertently assist in financing terrorist activities by dealing with such persons

and institutions. BSF is committed to cooperating with these efforts to the fullest.

Therefore, BSF Associates shall ensure that BSF accepts as its customers only persons and

entities that are respected and carry out their moral and legal obligations. In addition, each BSF

Associate shall exert due diligence to ensure that the activities of customers are carried out in

a proper manner and provide customers with services and products that suit their situation and

objectives and to follow the (Know Your Customer) procedures.

BSF Associates should

e Exert Commitment to the implementation of the Anti-Money Laundering Law and the Anti-
Terrorism and its Financing Law, and SAMA's instructions on combating money laundering
and terrorism financing.

e Perform duties and obligations with honesty, integrity, accuracy and professionalism.

e Not to engage, participate in or facilitate any criminal activities, money laundering
transactions or terrorism financing.

e Report any suspicious activity to the Financial Crimes Division immediately through the
reporting link on BSF homepage Unusual Activity Report or Suspicious:

The internal E-Mail

AMLSUPPORT@BSF.sa
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Or by calling Internal Extension number 2700
Refrain from tip-off any Stakeholder, BSF Associate or customer that their activities are
suspicious or that their transactions are under investigation or that they will be reported to the
relevant authorities.

4. Anti-Bribery and Corruption

Bribery is considered one of the greatest crimes with the largest impact in corrupting societies,

and the Bank has the responsibility to condemn corruption and bribery in all its forms, and never

allow corruption and bribery in any dealings or interaction with Stakeholders. BSF is also

committed to alerting and educating its Associates of the criminality and seriousness of bribery

and corruption and their adverse effects, at the level of the Bank and at the level of the economy

as a whole. Accordingly, all BSF Associates shall be aware of the anti-bribery and corruption

policy and comply with the policy.

BSF Associates should

e Report suspected cases of bribery and corruption to the concerned department or manager
within BSF.
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e To refrain from favoritism, nepotism, influence peddling or improper mediation while
performing job responsibilities and tasks.

e To refrain from resorting to any form of moral or administrative corruption, and to refrain
from resorting to any suspicious or illegal means to accomplish work.

e To refrain from abusing job role authority or exploiting job role influence and to report any
such instances to the concerned department in the Bank using the announced
communication channels.

5. Anti-Fraud

BSF and its BoD are committed to promoting honesty, integrity, and a 'zero tolerance' approach
towards all fraudulent acts what may committed by any BSF Associate and to have mitigating
measures in place to prevent fraud perpetrated by any external individual or organization.

BSF Associates at all levels, irrespective of their position, or length of service, are expected to
lead by example in ensuring strict adherence to all applicable anti-fraud regulations, Counter-
Fraud Policies, Procedures, and the Code of Conduct and Professional Ethics At BSF.

BSF Associates must report all cases of fraud (internal and external), including suspicions of
fraud, regardless of the perpetrator's position (should the fraud be internal). Disciplinary actions
will be taken against all those responsible for fraud, and appropriate steps will be taken to
mitigate risks and recover losses resulting from such acts, where possible.

In addition to whistleblowing channels, BSF Associates shall report suspected fraud through:
e Telephone: 011-289 5656
e Email: Anti-Fraud@bsf.sa

D. Gifts and Hospitality

In the context of relationships, gifts and hospitality are offered and/or accepted. BSF Associates

shall exercise caution and apply sound judgment when giving and accepting gifts from or to

Stakeholders, to protect the integrity of both the employee and the Bank in accordance with the

internal Gift and Hospitality Policy.

In the interest of professionalism, an assessment is made as to whether the gift or hospitality is

reasonable, appropriate and justified, taking into account the value, nature and timing of the gift

/ hospitality and the assumed intentions.

a. BSF Associates should refrain from requesting or accepting any gift, invitation, service or
anything of material or moral value, whether it is for him/herself or a relative, or from a person
or an organization that has a relationship or seeks to have a relationship with the Bank, where
it may have a direct or indirect effect on the objectivity of BSF Associates in carrying out their
job duties, or it may affect their decisions or may compel them to commit to something in
return for their acceptance of such gift or hospitality.

b. Any employee found guilty of committing, participating or assisting in the violation of the
regulations relating to the request or acceptance of gifts and invitations shall be held
accountable. This shall be applied equally to current and former BSF Associates.
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c. If the rejection of the gift could cause harm to the Bank, or if the return of the gift was not
practically possible, or it was given to BSF Associates on official visits and occasions or upon
the reception of official guests, and must therefore be accepted under courtesy rules and

Cunsd of diglaz)l &l o San et 13y OIS of welic) elus] careas o Gl (0 dysgll Ga8; OIS 13]
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protocols, the gift may be accepted provided that: O
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5. The person giving the gift does not have a private or public interest, which he/she hopes
to receive from the Bank or any of the Bank’s Associates.
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1. If the gift has value and has a price for which it can be sold for. . Al call=l 3
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f. BSF Associates are prohibited from giving gifts, grants and invitations to those who have a
personal business relationship with the Bank, unless they are provided through the competent  «lidl go dunid dauny Jac d83le dhy 5 o) Dlges)ly Oliglly blsgdl @385 lidl (sgauin ul_c)bx -z
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E. Investments

Under the conflict of interest policy, BSF Associates are prohibited from making any personal
investments, either by the associate him/herself or by a family member, if such investment
would or may affect their ability to make independent decisions in the interest of the Bank.

In the event that such investment exists prior to joining BSF or if the Associate’s position at the
Bank changes in a manner that creates conflicts of interests or may appear as a conflict of
interest, the Associate shall inform his/her superior and send a copy of the mentioned report
to each of the Human Resources Group and the Compliance Group. Investments subject to this
condition include investments in public or private companies if they are suppliers or competitors
of BSF or if they conduct business or commercial contracts with the Bank.

This requirement does not apply to personal investments in institutions which possess business
relationships with BSF, if this relationship is merely a customer of the Bank's products which
are available to other customers in similar situations and on the same basis

Personal Investments

BSF encourages its Associates to own shares. However, investment of BSF Associates in BSF
shares, securities and other companies' shares for their own account shall be based on a long-
term investment strategy. To avoid any conflict of interest situation, certain general restrictions
apply to all transactions in BSF securities and shares.

In accordance with the conflict of interest policy, BSF Associates are prohibited to trade in the
securities and shares of BSF on their own account if they possess material and non-public
confidential information about the Bank, i.e. Inside Information, in line with the Control of Inside
Information Policy.

In addition to the restrictions stated with the Control of Inside Information Policy, Employees in
certain departments, and members of the BoD and members of the senior management team
shall be subject to additional restrictions with respect to their personal transactions in securities
and shares of BSF, as follows:

a. The purchase and sale of listed shares in financial markets shall not be for short-term
speculation on a daily or weekly basis. The maximum number of share purchase transactions
allowed per year is 12 transactions, and no sale is permitted before 1 year from the date of
purchase. Any exception requires approval of the department head. This does not apply to
IPOs.

b. No fictitious trading may be carried out in order to directly or indirectly affect the share
price of BSF or to mislead other investors.

c. Itis prohibited to buy or sell BSF shares during the fifteen days preceding the end of a given
quarterly financial period until the announcement of the Bank's financial statements for the
given quarterly financial period.
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d. Itis prohibited to buy or sell BSF shares during the thirty days period preceding the end of
a given annual financial period until the announcement of the Bank's annual financial
statements for the given annual period.

F. Participating in Other Activities

In line with the Participating in Other Activities Policy under the Human Resources Policy, BSF

Employees are expected to perform their duties effectively, without failure and without

prejudice to The Conflict of Interest Policy. Accordingly, in maintaining the interests of the Bank,

BSF Employees are not allowed to participate in other activities

1. Without acquiring all required approvals.

2. Without satisfying all regulatory requirements; and

3. After ensuring that the activity does not result in conflict of interest, or negatively impacts

the Bank.
Participation in other activities includes, and is not limited to, part-time employment,
membership in boards or board committees, consultation (including whether paid or unpaid,
whether the institution is public or private, local or international, universities, financial
institutions, etc.).
Employees are responsible for informing the Bank whether they are participating in or intending
to participate in other activities, and employees are required to acquire pre-approval from the
Bank. Any instance where the employee fails to inform the Bank represents significant non-
compliance, and disciplinary action will be taken.
In all cases, where the activity undertaken concerns a member of the Senior Management whose
appointment is subject to SAMA’s prior non-objection, SAMA’s approval must be obtained /
must be notified whenever appointing or re-appointing the Senior Manager in other activities
depending on the position.
G. Exploiting the Name of BSF, its Facilities or its Relationships with its Customers
BSF Associates must not exploit the name of the Bank, its facilities, or its relationships with its
customers in order to obtain a personal benefit or gain or to obtain employment outside the
Bank.
H. Conflict of Interests
It is the responsibility of BSF Associates toward the Bank to seek to support the Bank’s
legitimate interests, as and when they have the opportunity to do so. Therefore, and in line with
The Conflict of Interest Policy, BSF Associates must not acquire any business opportunity
available to the Bank which is explored during their employment with the Bank or discovered
through the use of the Bank’s assets, tools or data, or through their position within the Bank.
Furthermore, BSF Associates shall not compete with the Bank.
In accordance with the conflict of interest policy and Related Party Transactions policy, BSF
Associates must notify their superiors and send a copy of the notification to the Compliance
Group and the Human Resources Group, regarding potential business relationships or
transactions that may be between the Bank and any company that the Associate or the
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Associate’s affiliates have any direct interest with or benefit for the Associate or a party
affiliated with the Associate, so as to avoid any conflict of interest to the Associate or a member
of his/her family. An exception to this rule is business relations which include only the provision
of Bank services and products, such as deposits, loans, brokerage accounts or credit cards that
are normally provided to all other parties on the same terms and conditions and without any
preferential treatment.

It is prohibited to misuse or abuse one’s authority to grant more favourable terms to any
customer, colleague, relative, or any other third party.

It is prohibited to misuse one’s authority to grant more favourable terms to any client, colleague,
relative, or any other third party.

It is prohibited to hold directorships in any organization, whether it is a commercial entity or
not, without the prior written approval of the Bank.

Employees should inform the Bank of other employed relatives using the designated forms.

It is not allowed to enter into contractual engagement in any professional, technical, or academic
activities, other than the Bank’s official duties, and irrespective whether such activity involves a
fee or not, without the prior written approval of the Bank. This applies to engagement within
and outside working hours.

During employment at the Bank, it is prohibited to gain any profit or benefit either directly or
indirectly from Confidential Information, Data or Documents or knowledge or experience
acquired from working at the Bank.

It is prohibited to act in self-interest, whether direct or indirect, when negotiating/concluding
agreements, tenders or contracts that are related to the Bank’s business.

It is prohibited to accept any form of inducement from customers, suppliers or any other parties,
if the underlying reason for the inducement does not conform to strict professional practices.
This includes out-of-office or out of working hours offers of social functions, meals or travel but
exclude invitation to social events of a public nature.

It is prohibited to use the job or position in the Bank for personal gains that is detrimental to
the interests of the Bank or its stakeholders.

All BSF Associates shall disclose their business activities (if they have a business activity),
including the type of activity, the management of the activity and their responsibility for the
activity. BSF Associates shall also disclose if he/she owns 5% of the shares of any company.
BSF encourages its Associates and their family members to use the various financial services

the Bank provides to fulfill their personal financial needs and to provide these financial services
on the same terms that apply to all other persons in similar situations.

Unusual financial transactions between BSF Associates and the Bank must be approved in
advance by the Bank and in accordance with the Bank’s related policy and DoA.
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In the same way, BSF Associates shall not receive preferential privileged treatment from
suppliers, service providers or customers without prior approval from the Bank, unless such
privileged treatment is available under the same conditions to all persons of the same standing.

I. Compliance with Laws, Regulations, Directives, Policies and Procedures

Compliance with the laws, regulations, directives and policies is considered one of the most
important bases and factors for the success of BSF and to maintain its reputation and credibility.
BSF Associates shall be familiar with and adhere to the laws, regulations, directives and policies
and procedures in force related to the work and tasks assigned to them, and shall implement
the same without any excesses, violations or negligence, and not to conduct any dealings in the
name of the Bank that may violate the relevant laws, regulations, directives or internal BSF
policies.
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Collection Employees

In accordance with the directives issued by the Saudi Central Bank, all employees undertaking

Collection activities which are associated with the delinquent customers are Required to adhere

to the following:

a. Protecting the financial and personal information of customers and guarantors, maintaining
their privacy, and not using such information except for specific, legal, professional purposes
and subject to the customer’s consent.

b. Refrain from making any phone calls to anyone other than the customer or his guarantor,
and verify the identity of the call recipient when initiating the phone call.

c. Limiting phone calls to the customer or guarantor, provided that they do not exceed ten
phone calls — at maximum - every thirty days for each financing product - in the event of
multiple calls - and enabling the customer or his guarantor to return the call on the number
from which the call was made, and that the acall be made during official working hours.

d. Recording communication with customers or guarantors (incoming or outgoing) and
keeping records for a period of no less than ten years from the date of communication while
it must also be made clear to the customer or guarantor at the beginning of the phone call
that it is registered.

e. Refrain from communicating with the customer or guarantor by using envelopes with words
on the outside indicating that they contain collection information or similar information.

f.  Refrain from visiting the customer or guarantor under any circumstances, whether at the
place of residence or the place of work.

g. When communicating with customers or their guarantors for collection purposes,
employees must adhere to disclosure and transparency, and adhere to the following:
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f.  Legal notification.
Provide the customer with the necessary
communication, including the following:
g. The name of the bank and the department responsible for collection.
h. The contact number for the relevant department.
i
J

information related to the

The working hours of the relevant department.
The employee's name in the event of a telephone call.

k. Arabic must be used as the primary language of communication, with the exception of
communication with non-Arabic speakers.

I.  If communication is in writing, all phrases and numbers used must be easy to
understand and legible, including upper and lower margins.

In Addition to what has been mentioned above, the below is prohibited:

a. Engaging in any contact with the neighbours, relatives, colleagues or friends of the
defaulting Borrower for the purpose of requesting or conveying information on the solvency
of the Borrower or the Guarantor.

b. Engaging in any communication (verbal or written) to the Borrower or Guarantor conveying
incorrect information on the consequence of defaulting on their obligations to the Creditor.

c. The unauthorized repossession of the pledged collateral without judicial proceedings or a
specific consent of the Borrower.

d. Communicating with the defaulting Borrower using envelopes tagged with inscriptions
identifying contents as containing debt collection information.

e. Any breach of confidentiality of Borrower information, conflict of interest, and breach of
ethical values.
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Treasury and Investment Employees

It must be every TIG (Treasury and Investment Group) employee’s ambition to be known, not
only for his/her professional expertise, but also for his/her sense of fair play and high standard
of ethical behaviour.

The general personal conduct of Treasury and Investment Group (TIG) employees includes the
following:

TIG employees should be conscious of the reputational, regulatory, and personal consequences
of their professional, ethical, and social behaviour.

TIG employees will comply with the highest code of conduct standards in all that they do for the
bank. They will be held accountable for any actions or discussions that break fair market
practices and damage the reputation of The Bank.

TIG employees should ensure that deals are done and business is conducted within the
framework of established internal policies and procedures, and applicable professional and
ethical standards, laws, and regulations
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After-Hours and Off-Premises Dealing

With dealing occurring around the clock globally, there are occasions when institutions cover
their risk positions outside the normal trading hours of their institution, or when their TIG staff
are away from their usual office location.

The TIG management specified cut-off time is considered as the close of business for each
trading day against which end-of-day positions will be monitored and evaluated by the Middle
Office function.

Only authorized TIG staff are allowed to deal in off-premises or after-hours transactions.

Dealing at Non-Current Rates and Rollovers

Deals at non-market rates will generally be avoided by TIG staff. However, where the use of
non-current market rates is necessary, as in certain transactions with corporate clients, they
should only be entered into with the prior express permission as stipulated in the relevant policy
and DoA.

Gambling/Betting between Market Participants

Gambling or betting among market participants has obvious dangers and contradicts the
applicable laws and regulations; therefore, TIG staff are strictly prohibited from engaging in any
kind of gambling or betting while performing their dealing activities.

TIG staff are required to give their full attention to the bank’s business without being distracted
by personal financial concerns.

Knowingly executing trades in front of a customer order (i.e, “front running” or “parallel
running”) is strictly prohibited. Such trades cannot be executed without prior information being
obtained; as such, it is a form of insider trading. Therefore, TIG staff must not enter into such
trades.

Misinformation/Misrepresentation and Rumors

TIG staff should not communicate any information that they know to be false and should take
great care when discussing unconfirmed information that they suspect could be inaccurate and
which could be damaging to a third party or Bank’s reputation.

Confidentiality / Distribution of Confidential Information

Confidentiality is essential for the preservation of a reputable, ethical, and honest market place.
Therefore, TIG employees are responsible for maintaining confidentiality. TIG employees should
not disclose or discuss without explicit permission from the parties involved any information
relating to deals transacted, in the process of being transacted, or in the process of being
arranged, except to or with the counterparties involved. It is their responsibility to ensure no
breaches occur via loudspeakers, other telecommunication systems, or discussions in public
domains, including so-called private chat channels.
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Use of Confidential Information

TIG staff should not, with intent or through negligence, profit or seek to profit from confidential
information, nor assist anyone with such information to make a profit for their firm or
customers.

Hence, employees have a duty to familiarize themselves with the requirements of the relevant
legislation and regulations governing insider dealing and market abuse in their own and other
jurisdictions.

TIG staff should refrain from trading based on confidential information, and they should never
reveal such information, even after they have changed employment.

Insider Dealing

Insider dealing can exist in different forms and is illegal and prohibited at BSF. It arises where a
person possesses material, non-public inside information and uses such information for his or
her own benefit (or that of any connected parties) in conducting the trade of any financial
instrument to which that financial information relates. TIG staff are prohibited to make any deal
on the basis of inside information.

When a TIG employee induces another TIG employee to engage in insider trading, the employee
making the inducements will be held responsible for insider trading in circumstances where they
know, or ought to have known, that it was based on inside information

Cancelling or amending an order of a financial instrument, or inciting another into doing so on
the basis of inside information, is considered insider dealing and is unethical and hence not
permitted

Where an employee possesses inside information, that employee should ensure that the
information is not disclosed, except where the disclosure is made as a part of the normal

J. Suitability of Investment Products Offered to the Customers

When the Bank makes recommendations to customers or performs transactions on behalf of
the customer, it must notify the customer in an appropriate, clear and correct manner to ensure
that the recommendations provided or transaction required are appropriate to his/her needs
and financial ability.

The recommendations provided should be in the light of the customer’s investment objectives,
degree of knowledge, financial information and culture, and the level of risk acceptable to
him/her, taking into account other factors that the customer has notified the Bank of, especially
those described in the “Know Your Customer” Form, which shows that the customer is fully
aware of this investment. In addition to that, the Bank must ensure that the nature of the risks
to which the customer may be exposed and the cost to be incurred, including commissions, are
explained.
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All financial products and services provided to the customer must be accompanied by complete,
correct and non-deceptive information.

K. Maintaining Confidentiality and Mechanisms for Disclosure of Information

Information is an important asset for BSF business, and its protection is also an important factor
for its success and continuity. All information relating to the Bank's Stakeholders or its
Associates is considered the property of the Bank.

The Bank is committed to set in place a number of controls and processes to ensure the
destruction of documents and devices when they are damaged or are no longer required.

According to BSF’s Policy on Information Classification, information in BSF is classified in terms

of confidentiality according to the following:

1. Classification of BSF Information:

a. Public Information: which is within the public domain, available free of charge and
accessible to the public through one of BSF’s authorised channels.

b. Internal Use: Information not disclosed to persons outside the Bank.

c. Confidential Information: All non-public information relating to the Bank, its Associates
or Stakeholders. BSF Associates familiar with such information must protect it and may
only disclose it to other BSF Associates on a need-to-know basis only. Unauthorized
disclosure of confidential information may result in legal consequences in the form of
lawsuits, statutory penalties or damage to reputation. Examples of confidential information
include: Customer information, Account information, financial information, Personally
identifiable information (any information that could lead to ascertain the identity of a
person), technical architecture, details of information systems and controls, Bank
strategies, competition-sensitive information, trade secrets, specifications, Stakeholder
lists or research data. Unauthorized access to this information must be denied.

d. Strictly Confidential Information: Information to which access is strictly controlled and
only entrusted to a few BSF Associates, taking into consideration their job responsibilities
at BSF. Unauthorised disclosure would cause significant impact on the Bank and its
employees. The information should be available to employees only as required for business
need, especially employees who deal with different types of information. Employees are
strictly forbidden to access information that is strictly confidential unless authorised.

2. Classification of Confidentiality

a. Confidentiality of Stakeholder Information

Itis the Bank's duty and responsibility to protect the confidentiality and integrity of Stakeholder
information. BSF Associates are entrusted with important Stakeholder information. This
information is important to maintain its ability to provide high quality products and services.
This information includes, but is not limited to, personal data, products, services, accounts,
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balances, transactions and private information relating to customers or information related to
mergers or acquisitions and the status of securities, as well as pending requests or plans to
increase capital.

The responsibility to protect Stakeholder information is an individual and collective
responsibility between BSF Associates, in accordance with strictest confidential information
security standards. Stakeholder information must be treated with the utmost confidentiality,
and the obligation of BSF Associates to maintain the confidentiality of Stakeholder information
extends beyond their end of service / employment with BSF. Sharing Stakeholder information
with unauthorized persons, from inside or outside the Bank, is prohibited.

b. Confidentiality of Proprietary Information

While working at the Bank, BSF Associates may provide, develop and/or access information,
ideas, innovations, systems, intellectual property, technologies, policies, procedures, processes,
software, appliances, methodologies, code, templates, tools, records, working papers, know-how,
hardware, operational processes, results, profitability forecasts, business plans, strategies,
programs, personnel information, customer information, financial information, reports, studies,
records, statements, lists, Stakeholder information and business secrets and other information
relating to the Bank and its operations, its Stakeholders, potential Stakeholders, its products or
services, or any third party that is not publicly available and may be original or a copy of the

original, electronic, saved, written, or any other type.

As a condition of employment / service, BSF Associates shall acknowledge or agree that
proprietary information is the property of the Bank alone and relinquish any rights or interests
they have in them. It is also the duty of BSF Associates to maintain confidentiality of these
information, and Associates shall not use this information outside The Bank’s scope of business.
Unauthorized use of proprietary information is prohibited. BSF Associates shall not record any
communications including proprietary information through the use of electronic devices or the
use of personal recording devices, including mobile phone cameras, and to maintain, not use,
reveal or disclose it to any unauthorised third party during and after their term of work and
service.

BSF Associates shall be careful not to publish or destroy proprietary information. In the event
of resignation, the BSF Associates shall delete / return all of these information in their
possession, including the information they hold in their Bank-provided or personal devices and
belongings (such as electronic devices and laptops and tablet devices).

c. Confidentiality of Inside Information

BSF Associates may sometimes be entrusted with inside information that is material. The
possession of this type of information is permitted provided it is not misused. BSF Associates
shall refer to and comply with the Control of Inside Information Policy.
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The definition of “Material Inside Information” is broad. Inside information is “material” if it is
highly likely that a reasonable person would consider it important to make an investment /
business decision or whether the spread of such information would likely affect the market price
of the company’s securities.

Inside information may also be considered material if it relates to the future or to potential or
anticipated events, or if it is considered material only if combined with information that is
publicly available. All information is considered "inside" unless it is disclosed and enough time
has elapsed for it to be comprehended. Examples of adequate disclosure of information include:
Information that has been provided to stock markets and regulatory bodies (such as Tadawul
and the Capital Market Authority), or information issued in a press release or information
released through meetings with members of the media and the public.

BSF Associate may not discuss or pass on inside information to any other BSF Associate unless
the exchange of such information serves the purposes of the Bank. BSF Associates shall not
trade directly, indirectly or through the power of attorney or arrange a trading transaction in
which one of the parties is a person with whom a BSF Associate has a family, business or
contractual relationship or arrange for his/her agent or any other person to act on his/her
behalf in shares or securities of a listed company or give recommendations to do so on the basis
of inside information that they have been privy to by virtue of their work / service at the Bank.
BSF Associates are not permitted to invest or make commercial decisions (unrelated to the
Bank's work) on the basis of information they have acquired from the Bank, as such action is
illegal and punishable by law. If any BSF Associate believes that he/she has been exposed to
inside information, he/she may trade securities based on that information only after consulting
the Compliance Group. In case the trading or possession of securities occurred prior to joining
the Bank, the competent department must be notified.

Employee acknowledgement of this Code will act as the employee’s undertaking and acceptance

to Non-Disclosure agreement for BSF information.

d. Exchange of Confidential Information on a Need-to-Know Basis

BSF Associates shall not disclose confidential information to other BSF Associates, monitoring

and supervisory bodies, external lawyers and/or consultants, except after obtaining the required

approvals and the disclosure shall be in the following cases:

1. If the recipient has a legitimate need for such information, is licensed to obtain it and is
related to the responsibilities of his/her work/service, in accordance with the governing
instructions.

2. No harm will be caused by disclosing this information.

BSF Associates shall not provide any information to third parties unless they have the authority

to do so. There may be exceptions to disclosing certain information if the disclosure is

considered normal for carrying BSF business, such as solvency inquiries and/or if information is
requested by a supervisory or regulatory authority, or if the disclosure is in the best interest of
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the Bank and its Stakeholders. The following are examples of cases that are subject to

exceptions, but this exception will only be applied after obtaining the approval of the relevant

officials of the Bank:
e General periodic announcements imposed by regulators.
o |f the competent authorities request information for investigation purposes.

Regulatory and supervisory inquiries must be referred to the Compliance Group. No BSF

employee may respond to any regulatory / supervisory inquiry or provide such entities with any

required information except through the Compliance Group or if he/she is formally authorised
to do so.

Bank Employees must maintain the confidentiality of inside information and not use or share it

with parties not obligated to maintain and protect the confidentiality of the information.

If the business needs to share inside information, it may be shared, taking into account the

following considerations:

e Comply with the terms of any confidentiality agreement or other contractual or implied
obligations related to sharing inside information.

o Seek assistance from BSF’s Legal and Governance Group before sharing information with
external stakeholders to ensure that sharing inside information does not violate any relevant
laws and regulations, and that contractual obligations include ensuring confidentiality.

e Limit the amount of information shared on the need-to-know basis to accomplish the
business.

e Inform the recipient of inside information in writing that this information is considered inside
information and that disclosing it to third parties exposes the person to legal liability. They
must also be informed of the restrictions related to its use.

e. Duties of BSF Associates

BSF Associates are required to protect confidential information. In addition to the requirements

detailed in the Corporate information Security Policies, BSF Associates shall, at a minimum,

adhere to the following:

1. Compliance with the Information Security Policies and procedures, regulations and
instructions related to confidentiality and acceptable use of BSF systems.

2. Not to have access to Stakeholder or proprietary information that is considered "non-public
information" for any purpose unrelated to their work; and in the event that they obtain
access, such access must be within their powers and for business reasons.

3. Not to seek confidential information that is not required by their work.

4. Not to provide any unauthorised person inside or outside the Bank with confidential
information, or facilitate access thereto.
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5. Confidential information shall only be provided to authorised persons and only on a ‘Need to Ayglhall sl 389 Bloglrall 0g) Gazsall ool clhae] 59y Qi .5
know’ basis.

6. Stakeholder and proprietary information or other confidential information shall be das )l &yudl Slogleall o layuc ol clid) dSglon]l Slogleally dxlaall \,)oni Sloglee o> .6
maintained in a manner that only authorised personnel can access such information. dgde g3lbily hhss gl assoell Guabgall (Sa3

7. Tonot leave any confidential information in accessible places such as offices or shared places. ASyidanll Sledl 9i GlSall Jio lgde g3lodl Sy QSlAi Q 30 Ologlza 6' ey pae 7

8. To use envelopes, postal services or e-mails marked with “Confidential” when exchanging ~Oleglze Jsliy pladll sie &yl dude s Lol (308031 351 ol Laydl Gleasldl of iy Uall plasiwl .8
confidential information within the Bank. Ll U310y &y

9. Not to take any copies of any document or text unrelated to their work without obtaining silall 330l d8dlgo le Joonl Jid pglamy ) d83le 3 (a5 9T Mo &5‘2 T dl il pxe .9
the direct supervisor’s approval.

10. Not to enter safes, fortified rooms or other restricted areas unless they are authorised todo  sLdll pg sasse OIS 13] 3] 8y9kaxoll Gblall (o oyt 9i diaxall Lyl 9i oSl dl Je>all pac .10
so, or if it is related to business requirements. el Sldbiay bibse 3 LS 13] of welliy

11. Only keep documents that are currently in use on the desk, while keeping other documents 8 Olaitwol o loyuc Lol iSall §g8 had Jlnl sl 3 laale Josll 0y Sl Oilsiianoll cliy] .11
not currently in use inside drawers and preferably in locked places. dlssa QSLAT 3 Slay] Juadyg 713l G aelsy]

12. When leaving the office, to lock electronic devises, keep portable devices securely stored, and Sl 8y3l2s vic Cb.)‘ﬂ J48g cpel JSiy Agamall 53a>3 Ginig 8>3l GMel pbdll 12
to lock drawers.

13. Users shall lock away (ideally in a safe, cabinet or closed drawer) sensitive or critical business S gi FHES gi 435 3 Jeaddl y0) dalgll gi dwlwadl Joazl Ologlza ._,_..nb Owediniuall Lle w13
information, including paper or electronically when not required, especially when the officeis ()55 losic dwlsg dgd] dals Elin 5955 3 losice dgiSIY 9T d.80)l Oilsiiawadl @3 Jodng (3l2a
vacated. Jelds casall

14. Securely dispose all documents that are no longer needed to be kept and that contain (& w of Ll Ologlzo ole (Soixd Sillg Wilay) dal> s sy @ Sl Olsiiiall gax> O] .14
sensitive or confidential information. With respect to other transactions and documents, .dade &SI gl (3aS Olasg J5Is calo 3 PESPRNL o> Olaiwally CMalalls Gleis o ]
they shall be placed in a file inside locked storage units or cabinets.

15. Not to disclose any confidential information pertaining to the Bank to any person including g} pa>sell su¢ lidl (younio cld 3 Ly yainds %s‘ﬂ clidl Jo> &y Ologlo 5I o€ zlasddl pac 15
non-authorized BSF Associates or to BSF Associates who are in no need for such Ologleall ells 3 o8 13 (il Hugwiall o Ologlzall oin 49524y
information.

16. Take precautionary measures to prevent unauthorised disclosure of confidential information. Al Sloglzall (e @3 awandl sue HMedl salad) 5ol Gilelyadl 351 .16

17.Not to discuss sensitive or confidential information in public places such as elevators, .dol=ll OMwslgally ilyaally sclasdl Jio dole QSLoi 3 Gyw Slogleo 9i<L..:L,.u.> )goi do8lio pac 17
walkways and public transport.

18. Maintain confidentiality of BSF's information during their service / tenure at the Bank, and  &S,Léw pacy i)l ells clgil sy pgios> /le.eJ.Ac 5510 s clidl Ologleo dyyw le dbolsall 18
after, and to refrain from sharing such information with another person, or collect, record or % 3| 48 Cuw &s‘i ol Cdg le 3 oy ol Py PP ol Loz pledll ol Oiloglsall ells 45T -t
publish the same at any time or for any reason, except with a written approval from the Ll 31y el dsganl 851531 o duliS daslge Lle Jowaxl
authorised department at the Bank.

19. Not to enter the premises of the Bank outside business hours unless authorised. o3l Ol yuailly Gladlgall Lo Jowanl 3=y 3] Josdl Olelw 3ue § clidl Glo JI Jo>a)l pac .19
20.Understand and acknowledge that any intellectual property developed for the Bank or <l _» o3)lge plasiwl M5 (o olas 9i il Aol umisg 4588 BlSle 6' ub 218315 el .20
created through the use of Bank’s resources are the property of the Bank alone. Ba>g el
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21. Maintain the confidentiality of fortified room numbers, access codes to technical systems
and all other confidential numbers.

22. Safeguarding against the intentional or accidental disclosure of confidential information.

23. Commitment to obtain prior approval of the Bank to copy or possess any document or text
outside the Bank’s premises for the purpose of performing work outside its premises.

24. Not to print or copy confidential or strictly confidential information in storage devices or
share such information (via email / cloud storage) unless authorized.

25. Notify Corporate Information Security Division in the event any BSF Associate obtains,
receives or acquires confidential information for which he/she are not authorised for.

In addition to the above duties, BSF Associates are responsible for the following security
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obligations:

1. To comply with their legal and regulatory requirements, and other contractual requirements paloc Jlow Gle Gubas Sl @a8ledl Oldbaiall (o Wasses duoshiidly dsgilall Oldlazall pliddl .1
applicable to their fields of work.

2. To maintain their User Names and Passwords pertaining to BSF’s technical systems, and = .(5595 JSin oy Blelie 2o ddall lidl d.A.]o)lJ dolBl &yl ‘a@):}ug dabsoll o)l Lle Llax)l .2
changing these passwords periodically. BSF Associates are responsible for any work ol Olwlew gLl cmp uaboll pgilion Cuxd ocha| ey Jac (sl e Gdodume lidl (somin suizyg
performed under their job identities and cybersecurity policies shall be adhered to in order Auaboll dogll plaiiwl cow gial Bloglzall
to prevent any misuse of job identity.

3. Users shall use Password(s) as per BSF’s password policy and password security standards. g0l 40JS L’)Loi)ﬂlxng sosell dalS deslewd (Bdg yosall OlalS / dals pladiwl puossiwall e ey 3

Ll doladl

4, To take all necessary steps for protecting BSF data stored in computers. Employees are  dJgdws Heabgall Joaxisg ¢x5guasII S}QJ 3 Gixall clidl Slogleos dlax dosl Wlghl pLall 4
responsible for BSF data in their possession at all times and shall take the necessary actions <5 lax]) dojdUl Oleli>Bl geax 351 eaale g KA an> 3 eie> .3 839>l clidl &by
to protect this data as well. Ll

5. Those who possess BSF laptops, and those who possess remote access to BSF's systems, ugwiall cl3g 3und 3y &y Ologlen e o iUl o dolunl) &8LoYl duindl lely>3L a3l .5
and those who are authorized to operate any other portable devices for business related sy ;e clidl dabss¥ Jowoll Homdniwy il ol Lidb ol dgonall y5g0aSl B;e.?i OoSlay ¢l
purposes shall comply with additional security measures to prevent the inadvertent el ._JLu:T <1»L.J o>l Agamo B}g.?i 6| plaxiwl ca) pazsoll ol
disclosure of confidential information.

6. Users shall not download, redistribute and print copyrighted articles, documents, or other dakasl .3 siilly gdoll Gobxy dgaxo slge le delds 9i &9 8slel 9i o3 geesdniwell Lle Jisy 6
copyrighted materials in BSF’s systems. RO

7. Users shall not receive, print, transmit, or disseminate proprietary BSF’s confidential data Ll dols daian ol 3w ULy le)uu ol Jlw] ol dcldb ol pliwl preanivwall Gl sbxy 7
or classified information.

8. Users shall not download inappropriate files in whatever formats including picture, music, _8xwgnlly youall U3 3 Ly dg=rw C6lS lago idawlio jue Olalo le Ju35 Oaediiwall Lle slax; .8
or videos for personal use. sl plaziiwdl gaaall gbliog

9. Laptops must be locked in secure drawers or secured with a locking cable. Jad bl l@.u.al.v gi dinl zl).si Q dJgaxall 5g.aSl Bj@.?i gy 9

10. Keys to secure storage shall be held only by the authorized employees. Users must not leave  guesiiwall Gl cany Lhads Gusgdaall uaball 892 (o3l Ga3adl Ol muilin Hsss Qi ey 10
keys of secure storage inside or near such units. Olssgll s oo wsdlls o J31s o3l il Zlide &y5 pac
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11. Printed material must be removed from the printer tray without undue delay and not be
left around the printing area
L. Media Announcements, Interviews and Social Media Management / Customer

Communications.

BSF Associates must obtain approval from the Bank's senior management and the Head of
Marketing and Communication before publishing any material (such as articles, letters, making
interviews, public appearances in the media) regarding the Bank, its commercial interests, and
the Associate's position and opinion on the Bank.

All queries or complaints from the media regarding BSF must be referred to the Head of
Marketing and Communication. No one is entitled to provide any information to the media
except the authorised spokespersons of the Bank.

In case of receiving a complaint from a customer through the social media, such cases will be
handled by the competent Department within The Bank. BSF un-authorized Associates shall
refrain from handling those complaints.

All BSF Associates, especially branch employees, customer service employees, and marketing
employees, shall refrain from using instant messaging applications, such as (WhatsApp) and
similar smart phones applications, in communicating with customers.

M. Use and Leakage of Inside Information to Manipulate the Market

BSF Associates shall not do, engage in, or encourage others in any conduct that may give a false
impression of any investment, price or value of something by using or leaking inside information
to obtain personal benefits for their own account or for third parties. Bank Associates are also
strictly prohibited from entering into any transaction with the intent of manipulating Saudi
financial markets.

N. Reporting Actual or Potential Violations and Misconduct Incidents

The Bank provides effective means of communication and multiple reporting channels to receive
reports of actual or potential violations.

All BSF Associates are required to report any suspicions they may have about transactions
conducted by other BSF Associates with inside and confidential information, as well as report
cases of fraud or attempted fraud and any loss of moneys, commercial papers or any possible
violations of internal regulations, laws, directives or BSF policies. In addition, Employees shall
report any unusual transactions that the employee believes from his/her point of view are
incompatible with the financial situation of the Stakeholders through the different reporting
lines and channels available.

Reporting must be reliable and accurate, avoiding rumours and unsupported allegations.
Reporting should be done whenever there is a genuine and reasonable suspicion, including any
details and evidences relevant to the nature of the violation. Reporting must also be promptly
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reported, while maintaining the confidentiality of the report to ensure the bank's overall
interest.

Whistle-blowers shall be treated with complete confidentiality and the Bank shall ensure proper
protection of whistle-blower who do so in good faith in case of disclosing his/her ID. The bank
will not tolerate whistle-blowers if it is proven that the motives behind these reports are
malicious. In addition, BSF will not tolerate any form of retaliation against the whistle-blower.
Employees shall inform their supervisors of ethical issue or violations and in case they believe
that the issue or violation has not been properly handled. Employees should report such issues
or violations to the top management in their Group or Division. If necessary, Employees may
also contact the Compliance Group directly through the following official reporting channels:
Through BSF Website: https://register.bsf.sa/WBSCF/en/Home

At BSF Intranet: New Incident - Whistle Blowing

Email: WBHelpline@bsf.sa

Telephone/Extension: (011) 289-1133

Visiting the Chief Compliance Officer at the Head Office

The Bank shall hold accountable its Associates who intentionally disregard the reporting of any
acts or dealings contrary to the relevant laws, regulations, directives and policies. BSF
Associates must review the internal "whistle-blowing policy" and comply accordingly.

O. Personal Conduct

BSF strictly prohibits all types of behavioral misconduct, including harassment that impedes
work, abuse and unfair dealings, including sexual harassment, whether committed by or against
an official, colleague, customer, supplier or visitor. In addition, any harassment, or unfair dealing,
whether on the basis of race, sex, colour, beliefs, religion, citizenship, nationality, age, disability,
marital status, race or economic status are unacceptable and are completely contrary to the
Bank's values, traditions and customs in providing a respectable and safe workplace at a decent
professional standard.

BSF Associates shall strictly refrain from using the Bank's systems to send or receive any
electronic images or texts of a sexual nature or containing any material that involves disrespect
for different races, racial discrimination or any other material of any kind of harassment or
abuse.

BSF Associates who believe they have been harassed, abused or unfairly treated, or if they notice
or receive a complaint about this behavior, shall inform their immediate supervisor or his/her
superior officer in their relevant Group or Division, or the Human Resources Group and send a
copy thereof to the Compliance Group.
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BSF Associates may also report the incident to the Human Resources “Speak Up” page, or use
the Compliance Group's reporting channels and support line for this purpose. The Human
Resources Group will immediately investigate all charges of harassment, abuse or discrimination
and take appropriate corrective action. Any retaliations against persons who file complaints of
harassment or discrimination, in good faith, are strictly prohibited.

P. Safe and Contraband-Free Workplace

The safety, wellbeing and security of BSF Associates in the workplace is a primary concern for
BSF and each Associate must abide by all relevant health and security policies. BSF Associates
are encouraged to proactively identify and report potential problem areas and sources of stress,
danger or concern in connection with their jobs via the dedicated channels established by the
Bank.

Failure by BSF Associates to abide by the relevant health and security policies will place them
and other BSF Associate at the workplace at risk, and may result in the non-abiding BSF
Associate in being subject to the appropriate disciplinary action.

Q. Fair Dealings

BSF is committed to fair dealings with its customers, suppliers, competitors, employees and in
Saudi financial markets. No one may exploit another person by manipulating and concealing
information, misusing confidential information and misrepresentation, and any other practices
and methods in unfair transactions. All customers wishing to have access to the Bank's products
and services must be treated fairly and equitably to ensure that these actions are carried out
fairly and in a cordial, friendly and professional atmosphere.

BSF Associates must not discriminate in dealings among customers (existing and potential) in
an unfair and prejudicial manner based on any considerations including race, gender, religion,
colour, age, disability, marital status or any other form of discrimination in various dealings.
Customers must be dealt with fairly, honestly and equitably in all dealings. This dealing must be
spread so that it will be an integral part of the bank's culture. Special care and attention must
be paid to customers with limited income and education, the elderly and people with disabilities
of both genders.

R. Free Competition

Employees, especially those who work in sales or front-line jobs, should use only fair and honest
sales and negotiating methods and avoid any sales practices that could be misconstrued as an
attempt to impose undue pressure on or coerce a client into obtaining a product or service from
the Bank as a condition of closing a sale.

Employees should avoid any collusive, anti-competitive discussions and/or agreements with
competitors.
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S. Personal Data and Customer Interests Protection

Data protection and privacy aren't just legal obligations; they are ethical values that must be

cherished by BSF’s employees. Employees must also exert due diligence and play a vital role in

ensuring that BSF complies with the Personal Data Protection Law (PDPL)and its fundamental

principles by adhering to the following roles and responsibilities:

e Personal Data Minimization: Process only the necessary Personal Data for your operations.

e Purpose Limitation: Use Personal Data solely for the purpose for which it was collected.

o Lawful Basis: Before processing any personal data, ensure there is a legal basis, such as the
data subject's consent, regulatory requirement.

o Confidentiality: Do not share Personal Data with anyone not authorized to access it.

e Accuracy: Ensure that Personal Data is complete and up to date.

o Lawfulness: Always use personal data in a truthful, legal, and ethical manner.

e Compliance: Read, understand, and consistently practice the BSF Data Privacy policy.

e Report: Immediately report any violations you notice to the BSF Data Privacy Office at
dpo@bsf.sa.

All BSF Associates must protect customers, their interests, and their data against fraudulent

activities and misuse. Customer assets must also be protected from fraud and immediately

report any suspicions of fraud, embezzlement or misuse in accordance with relevant regulations

and instructions.

It is prohibited to process store or communicate, in any way the personal data of the bank's

customers through instant messaging applications such as WhatsApp.

All Staff must provide information and/or documents to customers in a clear and accurate

manner and must avoid misleading, cheating and deception when providing services and

products to the bank's customers.

T. Protection of Bank Assets

Bank assets include cash, securities, business plans, customer information, supplier information,

intellectual property (software, models, and other items), tangible property and services.

BSF Associates shall work to protect the Bank’s assets, properties, devices and documents and

shall not use any of them for any purpose other than their intended purpose. Before leaving the

office, BSF Associates must ensure that documents, records, papers, and tools are kept in the

designated place.

Please note that the Bank's telephones and e-mail and voicemail systems are primarily intended
for the official business purposes of the Bank. Employees may not use these equipment and
systems in a way that may incur damages or cause embarrassment to BSF. Personal
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communications using these devices and systems must be as minimal as possible as per the
Computer / Email / Internet Acceptable Use Policies.

Misuse of Bank property is considered a breach of work duties and may be considered as fraud
against the Bank. Negligence and waste of Bank property may also be considered a breach of
work duties.

U. Validity of Financial Records and Reports

BSF Associates are personally responsible to the Bank for the correctness, integrity and
completeness of the records, data and information in their possession and shall maintain records
in a manner that accurately and efficiently reflects the Bank's operations. Financial reports
should be prepared in accordance with generally accepted accounting principles that reflect
fairly and in all respects the Bank's financial position and results.

BSF Associates shall use sound judgment, tact and good taste regarding the contents and tone
used in the preparation of records and other documents (such as e-mails) that may be kept by
the Bank or others. BSF Associates should bear in mind that in the future, BSF or any third party
may be in a position to rely on or interpret these documents based on the information retrieval
feature.

BSF Associates shall cooperate fully with internal and external investigations. Providing
incorrect information to mislead internal or external auditors or supervisors may be considered
a criminal act that could result in severe penalties. BSF Associates shall not conceal or refrain
from providing information or providing information that can lead to behavioural questions and
inquiries and shall be submitted to the highest levels of management.

Records shall be kept in accordance with regulatory guidelines and applicable policies. BSF
Associates are prohibited from destroying any records that are likely to be related to a
contravention, judicial proceedings, investigations, or existing, potential or expected actions by
the competent official authorities.

BSF is also committed to the accuracy of records relating to Zakat and Taxation, and submit
Zakat and Tax Reports in compliance with the letter and spirit of the laws in force. Zakat and
tax returns must be submitted and paid on time and records be retained in conformance to the
regulatory requirements.

V. Acceptable Use Policies of BSF Systems

All BSF Associates are responsible for complying with the cybersecurity policies, standards and
procedures including the acceptable use policy. Acknowledgement of this Code of Conduct will
also imply BSF Associates’ acceptance, understanding and compliance to the Cyber security
policies.
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Violations of cyber security policies shall result in appropriate disciplinary action consistent with
the severity of the incident and may include revocation of access up to termination of contract
and/or referring to the law enforcement authorities to take the necessary actions.

BSF Associates working remotely shall ensure the use of a reliable and secure network and shall
protect BSF assets, information and devices at all times.

Users shall identify themselves by their real name in conference calls and emails; pseudonyms
that are not readily attributable to actual users should not be allowed.

Users are prohibited from making fraudulent offers of products, items or services related to
BSF.

Users shall not engage in any cybercrime activities within or outside of BSF which is considered
illegal under local and international laws. Acts leading to the violations of the laws of the
Kingdom of Saudi Arabia shall not be permitted.

Users shall be responsible to notify CISD Security Operations Canter via email
“BSFSOC@bsf.sa” or Ext:1060 immediately of apparent transmittal of a virus via networking
technologies or any malicious activity related to cybersecurity such as hacking, scanning, sniffing
and brute forcing etc. This also includes reporting any security violation involving unauthorized
access to network, telecommunications, printouts, storage media or computer systems.

Disposal of Documents

When no longer needed, documents containing confidential, sensitive or personal information
must be shredded.

Smart Phones

BSF Associates shall take reasonable care of corporate mobile or personal mobile configured
with corporate email and application services to prevent accident damage, loss or theft of mobile
telephone equipment. Any damage, loss or theft must be promptly reported to Corporate
Information Security Division.

Users shall use the BSF'’s official mobile devices primarily for accessing BSF emails and browsing
internet, and not for storing any data.

The use of BSF’s official mobile devices shall follow the guidelines specified in the “Use of E-

|n

mail” (as applicable).

User shall ensure that the latest version of the operating system is used on all mobile devices
that will be connected in BSF environment, whenever a new version of the operating system is
released by the OEM (Original Equipment Manufacturer).

Users shall change the passcode of the BSF’s official mobile devices at least once every 180 days

or once suspected to be compromised.
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User shall be required to enter a passcode to unlock the devices and mobile devices be
configured to Auto lock after certain period of Inactivity.

Users are solely responsible for remembering the passcode as they are not recoverable if
forgotten. In a scenario where the users forget the passcode, the mobile device is securely wiped
and reconfigured again.

To ensure protection of BSF data, users shall not use Wi-Fi on mobile devices in public places.

Public Use and Ownership of Computers and Data

e BSF Associates should know that the data in the Bank's systems, both in the form of
documents, written, saved, sent or received are considered the property of the Bank. All
information created and used during the user’s employment in BSF remains the sole property
of BSF.

e Each Associate shall exercise reasonable judgment regarding the use of BSF information
systems. Users shall be authorized to utilize BSF information resources only for business
purposes for which they have been authorized.

e Usage of BSF information systems and resources including repositories for personal usage
or on behalf of third party or any other non-business purpose shall be strictly prohibited.

e Users shall not use BSF information resources to store, process, download, or transmit data
that can be construed as biased (politically, religiously, racially, etc.) or supportive of
harassment.

e Users shall encrypt information that the user believes is sensitive or vulnerable.

e The Bank's specialised personnel may monitor devices, systems, and data traffic at any time
for security and maintenance purposes. BSF Associates shall be aware that BSF reserves the
right to examine and access all information, created, stored or communicated using BSF
information systems.

e The Bank may also monitor the use of the Internet and e-mails sent from and received
through the Bank's network through designated tools. This monitoring activity involves
reviewing the contents of websites accessed as well as the contents of e-mail.

e The Bank reserves the right to regularly review the activity of networks and systems to
ensure compliance with BSF Information security policies and compliance with local and
international laws. Acts leading to the violations of the law of the Kingdom shall not be
permitted.

e Information in Internet-related systems, intranets / extranets, is classified into confidential
and non-confidential information. Confidential information includes the Bank's investment
and institutional strategies, trading secrets, specifications, customer information and
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research data. Users should take all measures to prevent unauthorised persons from
accessing this information.

BSF Associates shall maintain their password and shall not disclose it to anyone to access
the Bank's systems and programs. Each Associate, as a user, is responsible for keeping
theirpassword and accounts information and is responsible for all activities performed under
theiruser ID.

The system and user password must be changed according to the applicable Information
security policy.

Users shall not leave the systems unattended and unlocked, Users shall use the feature by
pressing the key combination (Windows-L) to lock the screen before leaving the desk.

More caution should be exercised regarding data stored on laptops. BSF Associates using
BSF portable devices (laptops, notebooks etc) shall ensure the safety of the devices and is
responsible for the device while in their possession. BSF Associates shall ensure all critical
data on the portable devices are periodically backed up. BSF Associates shall ensure that all
the critical data is stored in encrypted storage / partitions. Users shall inform concerned
authorities and security function in case of a theft of the portable device or any data on it.
All devices of the Bank are equipped with security controls including anti-virus programs.
Users shall not be permitted to disable or circumvent any security services, devices or
antivirus software on any BSF resource (Unless explicitly authorized by the CISD). All users
should ensure they have Anti-virus software enabled on their computers. If in doubt, users
should contact IT Support team.

BSF Associates shall not connect Non-BSF owned Laptops, storage devices or similar
external equipment to BSF network unless authorised.

BSF Associates are not permitted to use unauthorized storage media in BSF IT infrastructure
(including but not limited to compact desks, USB drives, email attachments or cloud storage)
and users shall not copy data of any nature from or to BSF’s IT infrastructure to any external
storage devices or web resources without proper authorization.

BSF Associates should not use windows file sharing to share data on the hard disk.

BSF Associates must report any security incidents, violation and vulnerability to information
security Division.

BSF Associates are prohibited to try to exploit the detected security incidents, violation and
vulnerability.

Users are not allowed to use any bank’s related data in generative Artificial Intelligence
services (E.g. ChatGPT)

JS 331 Gueaiiaall Lleg wBlwdl Oblos wdlasll dwlbl Ologlzalls whliwlaally by liall lywly

loslzall da Lle gMbIl o ool sie polad ¥l zio JiS) Lo
dabil Jf Joball pand (53 bilis] pacy 4 Lolall sl dalS e ddlanll Ogunio JS Ule oamiy
sosall &l dilzioll Slaglaall e Blanll e Tpgane omdall 09Sss deibuslss clidl zuolng
pasiuaall (8328 Czony s oy Al dhii¥l grax oo Wiyl Josusall oy ity dolil Sillunlly

i)l Ologlea Io,gi Slulew crws padriwnlly @bl do Bl sl dolS 5u2i Co

oc Bisall aliniol Guosniwall e g (JUa8] of didle o9s dasi¥l ooriniuall el 3 Cny
Sl 8yslza Jd dblal Jaa) (Windows-L) ~glaall dcgaxe e hzall Gib

e Ca Jsanall ol 5g2T 8 Biiall SBledl Gosaaiy sinly posadl po ay3all 303 cany
83023y Wsanall sisuasll 51g20) clidl o Usamall 356231 Haoadinn Gadll il gguuio e
il sanio e o el il leal] oe odsbue 5i0%s il dadlw plas (Inres dposll
Se w93 JSin Bbliasl lghs g Ugenall 338231 Lle dagoll SULl groz o asUI
e oy Bradiall plud¥l / ppindl Olasg 3 delgdl Ol geaz o335 oo ST il oo
ale SUly s of Jaamall slaal &y A> § clid] § 50l 8,l3]s deizall Slalud] ¢34] Geosixiawall
0 Sl e Slugsd @x8lSa gl of 8ig21 of duial Blass sl e Jalaill of Jghzd (osiniaall
S rosinianall geaz Ules (Ologlall ol glad Jib o &luo lliy zial o Lo) elidl 3)lse
e Buxd o Juolodll g welis (sl 3929 Jl> 3 paiien] Lo Dlugreall @818 zualisy Juméd o
Ologlall Lizolgiss

Lol &zl 830231 of 33l 83021 of Vgamall iosasl 83a2] Juoois clidl grguio agis 3 iy
il dSdny il lSlion e oo

3 Ologleall bz oloisi) dyinill duidl § g gao sue (2335 Sl plasiwly lidl ouuiol w3
05iS03l 331 3lad e USB asluog dbgsidall Gobddl ranl ¥ Jliall Jurw e ell3 Jodns) clidl
Ll &l o dzab (S 0o OULl fuws Geesiicall Somg do (Al u3adll Slale of
03l Lle Jsoxdl 593 casll 3sloe ol Azl paiadl 83a2l oo sl Jl ol lidl (§ Ologleall Lizglgiss)
bl Goyall e ULl 385 Linad 5oai0)l lala 4S5l dgols alaiicol Elidl ouio e G2

loglzall ol glind I ol Bl o s0ua8 of Esls> (sl e g3031 elidl gonia e cang

..glé 35 )MQI&QIQ&MdIJwIdQuAdeL’&‘N

Ae) Dadodll Lelibuodl sl Sloxs § elidly dilzio Blly (sl planiwl Grorniuel) o 3
(ChatGPT JtoJl Juswws

Public

©BSF

08092025171803.162045

Page 33 of 42



Code of Conduct and Professional Ethics

Joszl Sldslsls Seludl £53leo

BSF prohibits unauthorized use of online document processing services (like online pdf
convertor etc.) to process BSF information.

Users shall be responsible to prevent unauthorized access of information resources in
his/her possession such as physical and digital assets.

Users shall not post network or server configuration information about any BSF machines
through public newsgroups and mailing lists. This includes details of hardware, software, IP
addresses, and any personal / official information such as E-mails and telephone numbers.
Users shall not share their personal views or opinions or any sensitive information related to
any disputes / affairs (Personal / social / religious / racial / organizational) which can cause
reputation damage to BSF.

During download of business-related information, the user shall ensure that any intellectual
property rights are not violated and thus exposing BSF to potential litigation.

Vendor or third party are not permitted to perform penetration testing on any of BSF
systems and network without written approval or contract from BSF.

Users shall not use the ‘remember’ username and password feature.

Users are advised not store any files or any sensitive information in the desktop screen.
Users shall not store the credentials in the web browsers.

Users shall not connect unauthorized modems to BSF infrastructure devices unless explicitly
approved by CISD.

User are strictly prohibited from installing a new hardware or software. Such actions should
be done by authorized department only.

Users should not use the Bank’s portable devices in public spaces.

Use of E-mail

The Bank provides an e-mail service to exchange messages through the Bank's internal system

and with external networks. Users shall use emails responsibly and only for official purposes.

©BSF

BSF Associates are strictly forbidden to use BSF Information Resources for non-business
purposes and are prohibited from being used in any kind of harassment (by language, number
of messages or volume of messages) or sending any messages that are inappropriate in
nature.

Each BSF Associate shall refrain from using his/her e-mail provided by the Bank when
logging into sites not related to his/her work including social media sites.

Users shall refrain from opening attachments or clicking the links from unknown or untrusted
sources (like phishing mail). Users shall be responsible to report any suspicious mail /
attachments to Corporate Information Security Division or by clicking the Phishing Button.
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BSF Associates shall not use any email services other than BSF for official communication
and transferring files or any content to any users outside of BSF.

All E-Mails shall comply and adhere to BSF standards regarding decency and appropriate
content

Its prohibited to Forward any official or sensitive files to any external E-mails, unless
authorized.

Users should validate any external invitees during the Online sessions. Internal employees
should be validated by their employee ID or the email ID.

Users shall not use BSF emailing system to transmit or receive statements that contain any
material that is offensive, defamatory or threatening to others.

Users shall not use BSF email systems to produce or distribute “chain mail,” operate a
business or make solicitations for personal gain, political or religious causes or outside
organizations.

Users shall not send unsolicited bulk mail messages (also known as “junk mail” or “spam”) .
This includes, but is not limited to, bulk mailing of commercial advertising and religious or
political tracts. Malicious email, including but not limited to “mail bombing,” is prohibited

Users shall not execute or install any programs, upgrades or patches that are received via
email or download from the Internet.

Internet Use

BSF Associates using the Internet must use the network productively to acquire information or

conduct research related to their work and duties.

©BSF

The use of the Internet for education purpose must be kept to a minimum and this must be
done outside the official business hours.

The use of chat applications such as WhatsApp or similar applications with customers is not
permitted as per the relevant regulatory instructions.

It is also prohibited to conduct personal business on the network including offering or
requesting services, goods and sales from online suppliers of goods and services.

Any activity that could compromise the security of BSF systems is prohibited.

BSF Associates shall not use the Internet to access inappropriate content including but not
limited to pornography, malicious sites, gaming, online shopping, video streaming, etc. Abuse
of the Internet, especially for those activities that expose BSF to potential litigation, will not
be tolerated.
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e BSF reserves the right to report any illegal activities to the appropriate regulatory,
government or legal authorities. Users are strictly prohibited from using BSF resources to
target BSF or non-BSF infrastructure intentionally, or with a view to cause mischief or
damage.

e Users shall not visit non-business, illegal, immoral or internet sites that are against BSF's
principles and values.

o If the user accidentally visits an inappropriate site or automatically redirected there, then the
user shall leave that site immediately and report this incident to Corporate Information
Security Division.

e User shall not be permitted to upload software or data owned or licensed to BSF, on the
Internet.

e Users shall not reveal BSF information on the Internet or social media that may lead to social
engineering attacks or identity theft.

e It is strictly prohibited for employees to share their personal opinions or comments about
the Bank's affairs in public sources, including but not limited to forums, social media sites,
and any public website. This does not apply to disclosure requirements that must be adhered
to in accordance with the relevant instructions.

e Users shall pay attention to security warning that might appear during browsing and treat
every message cautiously.

Unacceptable Uses

BSF Associates shall make note of the following activities, which are strictly prohibited without

exception:

e The introduction of destructive programs including malware into the network or servers (e.g.
Viruses e-mail bombs, Trojan horses, etc.) that can cause unintentional damage or in order
to cause intentional damage, interfere with others, gain unauthorized access, or inhibit
production to BSF’s information system.

e |t is prohibited to execute any form of network monitoring, port scanning and vulnerability
scanning which will intercept data not intended for the employee's host, unless this activity
is a part of the employee's authorized job/duty and pre-authorized from Corporate
Information Security Division.

e Any attempts to disable, defeat or circumvent the BSF’s security setup or modify the security
parameters for the BSF email system (for example, proxy settings) performed will be subject
to disciplinary actions.

e Provide lists of users or the Bank's devices or any configuration or other information about
them to any entity outside the Bank
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BSF Associates introduce, store, process or transmit pornographic material into any BSF
information systems environment. Viewing or distribution of pornography material using
BSF information assets is prohibited.

Handel and disclosure of copyrighted or export-controlled materials, BSF’s trademarks, logos
and any other intellectual property may also not be used in connection with any activity in
cyber space especially on social media.

Reveal the user's password to someone else or allow someone else to use the user account,
including family members or any other un-authorized person.

Installation or distribution of pirated software or any other software that the Bank is not
authorised to use in a manner that could lead to a violation of intellectual property rights
regulations.

Reproduction without the necessary authorisation of any material subject to intellectual
property rights protection, including the use of digital technology, copying and distribution
of images from magazines, books and any other protected sources as well as protected music
and the introduction of any software that the Bank or the end user does not have a valid
license for.

Violate rights of any person or company protected by copyright, patent or other intellectual
property, or similar laws or regulations, including, but not limited to, the installation of
unauthorized or illegal software on any BSF (or non-BSF) systems connected to BSF IT
environment.

Allowing or engaging in tailgating or piggybacking, and neglecting to ensure that guests
adhere to BSF policies.

Access web-based email services including, but not limited to, Yahoo, Gmail, Hotmail etc.
from corporate network and use for conducting any BSF business activities.

Perform any unauthorized transactions (like buying bitcoins, drugs) using BSF systems
Leave sensitive information on their desks where it can be read, copied or altered without
their knowledge.

Take photos or videos of any BSF information and information processing facilities or
restricted areas.

Move or relocate BSF assets and equipment without formal approval.

Storing, processing or transmittal of software installable including portable software and
license keys. Users are not be permitted to install/uninstall any software or utilities.

Users are strictly prohibited from enabling any features in the information assets without
any required approval from the competent authority

Unauthorized access to network, telecommunications, or computer systems
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e Introduce freeware and shareware software in BSF's network, whether downloaded from the
Internet or obtained through any other media, without authorization from CISD.

e Manipulate of user authentication or security of any host, network or account.

e It is prohibited to use any program/script/command, or sending messages of any kind, with
the intent to interfere with, or disable, a user's session, via any mean.

e user is prohibited to use any unauthorized meeting tools for conducting virtual meeting.

Control and Monitoring

The management of Corporate Information Security Division, in consultation with the Human

Resources Group and the Regulatory Compliance Division, shall assess the non-compliance with

these policies. Violations of these policies will be thoroughly examined and action will be taken

based on the degree and seriousness of the violation.
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Fourth: Internal Audit

In line with these principles, and with the aim of ensuring the maintenance of the Internal Audi
function’s professional standards at all times, Internal Audit’s employees must adhere to the
bank's code of conduct and ethics, based on the principles of independence, integrity, objectivity,
Due professional Care, confidentiality, and competency, including:

e The obligation to demonstrate professionalism, integrity, honesty, and trustworthiness.

e To ensure the confidentiality of information obtained during the performance of their duties,
to refrain from exploiting such information for personal gain or to engage in harmful
activities, and to exercise due diligence in protecting the information obtained.

e To avoid conflicts of interest, the Head of Internal Audit must take adequate measures to

continually ensure that its employees demonstrate integrity and adhere to the principles of

internal auditing and the principles of conduct and business ethics in financial institutions
issued by SAMA.
Fifth: Consequences of misconduct and alignment of remuneration to
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misconduct risk and other risks

The Board of Directors is ultimately responsible for promoting effective governance, sound
remuneration practices, ethical behaviour and compliance with laws, regulations and internal
conduct standards, and for ensuring accountability for Misconduct; As such, the Board of
Directors shall:

a. Oversee and hold Senior Management accountable for implementing and participating in
the design of the remuneration system that effectively delineates how remuneration tools
address Misconduct risk or other imprudent risk-taking behaviour.

b. When serious or recurring Misconduct occurs, the Board of Directors shall engage with
Senior Management in order to:

1. Ensure root cause analysis is performed;
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2. Challenge Senior Management’'s Remuneration Adjustment assessments and
recommendations, based on the root cause analysis, if warranted; and

3. Ensure lessons learned from the root cause analysis are promulgated bank-wide and new
policies are adopted, as necessary, to prevent the Misconduct from happening again.

Senior Management shall implement the remuneration system that promotes effective

governance, sound remuneration practices, ethical behavior and comply with laws, regulations,

and internal conduct standards.

Senior Management, through the Personnel Administration Committee, shall be responsible for

the following:

a. Promote, develop and communicate conduct expectations and clearly link remuneration and
conduct standards, including as part of the performance assessment process and ensure
that the potential consequences of Misconduct on remuneration are clearly explained to all
BSF Employees and accordingly, enforced.

b. Follow-up on the publication of the desired aspirations of every department in the bank
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f.  Hold individuals accountable for ensuring that their own conduct is consistent with these
standards, when assessing performance and promotion potential, and by recommending the
appropriate disciplinary action and/or Remuneration Adjustment, including In-Year
Adjustment, Malus and Clawback.

Consequences of Failure to Comply with the Code of Conduct and Professional Ethics

BSF expects its Employees to comply with BSF’s Code of Conduct and Professional Ethics in

letter and in spirit.

Employees found to be violating BSF’s Code of Conduct and Professional Ethics, either

voluntarily or through negligence, shall be subject to disciplinary action.

BSF may enforce the following disciplinary consequences as per the Labor Law and applicable

regulations as well as BSF’s Work Regulation.

Remuneration Adjustment

To account for instances of employee Misconduct or material error, material downturn in

performance or a material failure of risk management, BSF will apply Remuneration Adjustment

which allows BSF to adjust Variable Remuneration.

Whether or not to apply Remuneration Adjustment, as well as the factors that determine the

extent to be adjusted, shall take into account, at the very least, the following:

1. Accountability for the adverse risk events;

The liability or proximity to the misconduct;

Rank and role of the individual;

Individual’s motivation;

Negligence in exercise of the individual’s duties;

Level of participation / responsibility for the events;

History of misconduct;

Actions that were taken or could have been taken to prevent such events from occurring;
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Failures within the Bank to internally supervise and oversee staff;

[ERY
o

. Root cause of the events triggering review;

=
=

. Severity of impact; and

=
N

. Reputational damage.

]

Once the use of Remuneration Adjustment is triggered, it will result in reductions to
Variable Remuneration regardless of the individual’s performance.

b. Whenever Remuneration Adjustment is triggered, it shall be clearly communicated in
writing to all affected individuals, including the value of Remuneration Adjustment made
to Variable Remuneration and the reason for such adjustment
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Consequences shall be more severe in case it was established that the employees had committed
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a. Violations Repetition. R FI[EON YIRS
b. Intentionally not reporting violations, whether committed by oneself or by others, or lgosad5 ol Sloglsall clas] ol TS of duds Lol eSSyl elgws wslallie dl oc g0l pac M=o
concealing or incorrectly providing the information. ol S
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employees working under his/her supervision despite his/her knowledge. gy pgole oo
d. Retaliation: .
1. Retaliating directly or indirectly in reaction to another employee reporting an actual or . . i . plasdl .o
suspected violation; . ‘l@ o ol dilad dallno Oiélé).)l u'bga e sdlso 54 ol sBlio J&t‘u plasdl 1

2. Encouraging others to commit a direct or indirect retaliation in reaction to an employee o ol delad dilbae oo gl aboo e 1 2blio sl sl 1blie plaslh plidll e 0223l &ws 2

reporting an actual or suspected violation.
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